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narcotics associated with the Silk Road Marketplace through the use of the virtual currency. 

When the US government closed Silk Road, the operation involved the government seizure 

of approximately 26,000 Bitcoins! This shows the exploitation of the virtual currency 

industry as a breeding ground for laundering money associated with various illegal activities. 

Criminals engaging in a wide range of illegal activities are attracted to the use of virtual 

currencies due to the anonymity that they offer. While there are certainly many legitimate 

businesses and individuals that use online currencies such as Bitcoin, it can also be exploited 

by terrorists, human traffickers, drug smugglers, illegal weapons dealers, ponzi scheme 

operators and other types of fraudsters. 

Unfortunately, it doesn’t end there when considering the risks of the economic virtual world. 

Virtual economies or currencies also encourage the exploitation of vulnerable people. In 

2011, The Guardian, a British newspaper based in London, interviewed a former work camp 

inmate who claimed that work camp detainees in China were being forced to play online 

games to accumulate online goods that could be sold for real-world currency. The New York 

Times also published a story in 2007 about companies in China engaged in “gold farming,” 

paying low wages for long hours spent collecting virtual assets in online games such as World 

of Warcraft. 

Bitcoin has also been connected to stories about privacy breaches and exploitation: a BBC 

report suggests that malicious programs are now being used to create unwitting networks of 

computers forced to mine for Bitcoins, so essentially hijack people’s computers to force 

them to run the complicated code aimed at unearthing Bitcoins. So apart from the many 

exciting aspects of virtual economies, the risks created through incentivising illegal activity is 

significant too.  

That’s unfortunately all we have time for today, but join us again when we’ll wrap up this 

theme by looking at the changing regulatory environment surrounding virtual economies, 

and what the current industry trends suggest about the economic future of the virtual world. 


